20263 XI2J|sdI|Ua MEIIZE

ITHERIAAE RSB Secret Chal lenges HHES H 3 A

4AI124 HIHS ’%!Af%ii (e
A &=
s Hi &

Hs H= Ha W=7 tH &

1 J2 4 83 1.00

J2 4 2 R3 AMEUE 1.00

3 L3SW MEUE 1.00

4 o= UESIR VAN 1.50

5 = UESRK A VLAN 1.50

L2 6 VTP 1.50

7 Trunk 1.50

8 STP 1.50

9 Loopback C©IE{HIOl A 1.50

10 Loopback CIE{HIOlA £=H 1.50

11 SVI QIE{ HIOlA 1.50

12 HSRP 1.50

13 OSPF ct=E 1.50

L3 14 OSPF 1= 4 1.50

15 EIGRP 2t E 1.50

16 EIGRP 12 4 1.50

17 A 24 1.50

18 38 g =3 1.50

19 BGP 2t & 1.50

20 | DHOP AfHIZ 0.50

21 NAT 235 0.50

HES3 MblA

22 VolP MBI~ 0.50

23 dial-peer /4 0.20

24 NetFlow 0.20

25 AMEX 20l 0.20

26 Banner 0.20

Z=JF OtMl 27 SSH 0.20

28 ONS 0.20

29 HTTP 0.20

30 S2S 0.10

28l 30
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ne WA ue
ME & 2S5 W9 0|52 2= Mg HEoIH =3 WYS SAolH SH=20A HES
JEELICH SHE20 =40 YMI#S A2 =S IIYLES LAl SAIGHH H $&LICH.
HE YAl = EADI 8l= E20= &2 gt HE WE0l 2€XIdt=X &QolgtLICt.
Hd @F AN T2k JHAl g2 HED AN = MES OAl d&EHE = USLICH

o) ME ™" 8 = [CMP, ONS S 2= HIAEWA timeoutO] LAst £ QUSLICH.

AR | MR Al BRI 2C2 IYUGIO MRS ABBUCH
ME Al HM ZADF U= R oY 220 MWEGHH S8t MHE WE0l LXd=AX
EOI8HLICH
TEE WY S Aol MB S AR 61IJIE S0ot0 Fast Forward Jls ¥
show HHES MEE £ USLILCH
£ 249 =M= UE = JU2H &N 8= U g2 AU
|SP—Core
ISP-Core SAEHY A& =tol
| SP-Core>
show ip int br | i up
GigabitEthernet0/0/0  198.41.0.1 YES manual up up
GigabitEthernet0/1/0  170.247.170.1  YES manual up up
GigabitEthernet0/2/0  192.33.4.1 YES manual up up
GigabitEthernet0/3/0  199.7.91.1 YES manual up up
Loopback0 8.8.8.8 YES manual up up
[SP1
ISP1 SAEHIY &F &0l
[SP1>
show ip int br | i up
GigabitEthernet0/0 10.0.0.1 YES manual up up
GigabitEthernet0/0/0  198.41.0.2 YES manual up up
|SP2
ISP2 SAEHIY &8 &0l

1 | SP2>

show ip int br | i up
GigabitEthernet0/0 10.0.255.1 YES manual up up
GigabitEthernet0/0/0 170.247.170.2  YES manual up up
|SP3
ISP3 SAEY Y &3 &0l
| SP3>
show ip int br | i up
GigabitEthernet0/0 192.33.4.5 YES manual up up
GigabitEthernet0/0/0 192.33.4.2 YES manual up up
|SP4
ISP4 SAEH Y & &0l
| SP4>
show ip int br | i up
GigabitEthernet0/0 199.7.91.5 YES manual up up
GigabitEthernet0/1 199.7.91.9 YES manual up up
GigabitEthernet0/0/0  199.7.91.2 YES manual up up
R3
show ip interface gigabitEthernet 0/2 | i Internet address

’ Internet address is 10.255.255.126/26
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L3SW
show ip interface vlan990 | i Internet address
Internet address is 172.16.0.30/27

show ip interface vlan10 | i Internet address
Internet address is 172.16.0.62/27

show ip interface vlan20 | i Internet address
Internet address is 172.16.0.94/27
show ip interface vlan30 | i Internet address
Internet address is 172.16.0.126/27
DS1
show vlan brief
VLAN Name Status Ports
1 default active Gig1/0/5, Gig1/0/6, Gig1/0/7, Gig1/0/8
101 ACCESS1 active
102 ACCESS2 active
103 ACCESS3 active
104 ACCESS4 active
999 CORE active Gig1/0/22, Gig1/0/23, Gigl1/0/24
DS2
show vlan brief
VLAN Name Status Ports
1 default active Gig1/0/5, Gig1/0/6, Gig1/0/7, Gig1/0/8
101 ACCESS1 active
102 ACCESS2 active
103 ACCESS3 active
104 ACCESS4 active
999 CORE active Gig1/0/22, Gig1/0/23, Gig1/0/24
AS1
show vlan brief
VLAN Name Status Ports
1 default active Fa0/2, Fa0/3, Fa0/4, Fa0/5
101 ACCESST active Fa0/1
102 ACCESS2 active
103 ACCESS3 active
104 ACCESS4 active
999 CORE active
AS3
show vlan brief
VLAN Name Status Ports
1 default active Fa0/2, Fa0/3, Fa0/4, Fa0/5
101 ACCESS1 active
102 ACCESS2 active
103 ACCESS3 active Fa0/1
104 ACCESS4 active
999 CORE active
L3SW
show vlan brief
VLAN Name Status Ports
1 default active Gig1/0/4, Gig1/0/5, Gig1/0/6, Gig1/0/7
10 CLIENT1 active
20  CLIENT2 active
30  SERVER active
990 CALLMANAGER active Gig1/0/3
991 ISP1 active Gig1/0/1
992 |ISP2 active Gig1/0/2
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SW1
show vlan brief _ B
VLANG90, VLAN991 % VLAN992JF ZIHGHX| S 0tOoF &fLILCEH.

VLAN Name Status Ports

1 default active Fa0/2, Fa0/3, Fa0/4, Fa0/5
10 CLIENT1 active

20  CLIENT2 active

30 SERVER active Fa0/1

SW2

show vlian brief _ B
VLANG90, VLAN991 % VLAN992JF Z=THGHX| S 0tOoF & LICEH.

VLAN Name Status Ports

1 default active Fa0/2, Fa0/3, Fa0/4, Fa0/5
10 CLIENT1 active

20  CLIENT2 active Fa0/1

30  SERVER active

SW3

show vlan brief _ _
VLANG90, VLAN991 & VLANQ92Jt ZETHGHX| S20t0F & LICH.

VLAN Name Status Ports
1 default active Fa0/2, Fa0/3, Fa0/4, Fa0/5
10 CLIENT1 active Fa0/1
20  CLIENT2 active

30  SERVER active

DS1

show vtp status

VTP Version capable 1102

VTP version running o

VTP Domain Name - SKILL39

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled

Device ID : 0060.3E58.2400

Configuration last modified by 0 0.0.0 at 3-1-93 00:00:00
Local)updater ID is 192.168.101.251 on interface VI101 (lowest numbered VLAN interface
found

Feature VLAN :

VTP Operating Mode . Server

show vtp password
VTP Password: Skil[39xx*

DS2

show vtp status

VTP Version capable :11to2

VTP version running 1

VTP Domain Name . SKILL39

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled
Device ID - 0060.7057.5400

Configuration last modified by 0 0.0.0 at 3-1-93 00:00:00
Local)updater D is 192.168.101.252 on interface VI101 (lowest numbered VLAN interface
found

Feature VLAN :

VTP Operating Mode . Server

show vtp password
VTP Password: Skil |39
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DS1

show int trunk

Port Mode Encapsulation Status
Gig1/0/1 on 802.1q trunking
Gig1/0/2 on 802. 1q trunking
Gig1/0/3 on 802. 1q trunking
Gig1/0/4 on 802.1q trunking
Port Vlans allowed on trunk

Gig1/0/1 101-104

Gig1/0/2 101-104

Gig1/0/3 101-104

Gig1/0/4 101-104

DS2

show int trunk

Port Mode Encapsulation Status
Gig1/0/1 on 802.1q trunking
Gig1/0/2 on 802. 1q trunking
Gig1/0/3 on 802. 1q trunking
Gig1/0/4 on 802.1q trunking
Port Vlans allowed on trunk

Gig1/0/1 101-104

Gig1/0/2 101-104

Gig1/0/3 101-104

Gig1/0/4 101-104

L3SW

show int trunk

Port Mode Encapsulation Status
Gig1/0/11  on 802. 1q trunking
Gig1/0/21  on 802.1q trunking
Gig1/0/23  on 802. 1q trunking
Gig1/0/24  on 802. 1q trunking
Port Vlans allowed on trunk

Gig1/0/11  10,20,30
Gig1/0/21  10,20,30
Gig1/0/23  10,20,30
Gig1/0/24  10,20,30

Native vlan
1

1
1
1

Native vlan

—_

Native vlan
1

1
1
1

DS1

show spanning-tree summary

Switch is in rapid-pvst mode

Root bridge for: ACCESS1 ACCESS2 CORE

DS2

show spanning-tree summary

Switch is in rapid-pvst mode

Root bridge for: ACCESS3 ACCESS4 CORE

L3SW
show spanning-tree summary
Switch is in rapid-pvst mode

|SP—Core

show interfaces loopback O | i Internet address
Internet address is 8.8.8.8/32

RT1

show interfaces loopback O | i Internet address

Internet address is 192.168.0.1/32

Corel
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show interfaces loopback O | i Internet address

Internet address is 1.1.1.1/32

show interfaces loopback 1 | i Internet address
Internet address is 1.1.1.5/30

Core?2

show interfaces loopback O | i Internet address
Internet address is 1.1.1.1/32

show interfaces loopback 1 | i Internet address
Internet address is 1.1.1.9/30

RT1

show interfaces loopback 1 | i Internet address
Internet address is 11.11.11.11/32

RT2

show interfaces loopback O | i Internet address

Internet address is 22.22.22.22/32

DS1

show ip int br | i manual

VlIan101 192.168.101.251 YES manual up up

Vlan102 192.168.102.251 YES manual up up

V1an103 192.168.103.251 YES manual up up

Vlan104 192.168.104.251 YES manual up up

V1an999 192.168.201.251 YES manual up up

DS2

show ip int br | i manual

VlIan101 192.168.101.252 YES manual up up

Vlan102 192.168.102.252 YES manual up up

V1an103 192.168.103.252 YES manual up up

Vlan104 192.168.104.252 YES manual up up

V1an999 192.168.202.251 YES manual up up

L3SW

show ip int br | begin 991

V1an991 199.7.91.6 YES manual up up

V1an992 199.7.91.10 YES manual up up

DS1

show standby brief

Interface Grp Pri P State Active Standby Virtual IP

V1101 101 110 P Active  local 192.168.101.252 192.168.101.254

V1102 102 110 P Active  local 192.168.102.252 192.168.102.254

V11083 103 100 P Standby 192.168.103.252 local 192.168.103.254

V1104 104 100 P Standby 192.168.104.252 local 192.168.104.254
12

DS2

show standby brief

Interface Grp Pri P State Active Standby Virtual [P

V1101 101 100 P Standby 192.168.101.251 local 192.168.101.254

V1102 102 100 P Standby 192.168.102.251 local 192.168.102.254

V1103 103 110 P Active  local 192.168.103.251 192.168.103.254

V1104 104 110 P Active  local 192.168.104.251 192.168.104.254

GwW

show ip ospf 1 neighbor

Neighbor 1D Pri  State Dead Time  Address Inter face

10.255.255.5 1 FULL/BDR 00:00:33 10.255.0.6 GigabitEthernet0/2

10.255.255. 1 1 FULL/BDR 00:00:34 10.255.0.2 GigabitEthernet0/1
13 | show ip ospf 1

Routing Process "ospf 1" with ID 192.33.4.6
Supports only single TOS(TOSO) routes

Suppor ts opague LSA

SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
Number of external LSA 1. Checksum Sum 0x0005dd
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Number of opague AS LSA 0. Checksum Sum 0x000000
Number of DCbitless external and opaque AS LSA O
Number of DoNotAge external and opague AS LSA O
Number of areas in this router is 1. 1 normal O stub O nssa
External flood list length O
Area BACKBONE(O)
Number of interfaces in this area is 2

R3

show ip ospf 1 neighbor

Neighbor ID Pri  State Dead Time  Address Inter face
10.255.255. 1 1 FULL/BDR 00:00:35 10.255.255. 1 GigabitEthernet0/0
10.255.255.5 1 FULL/BDR 00:00:36 10.255.255.5 GigabitEthernet0/1

show ip ospf 1
Routing Process "ospf 1" with 1D 10.255.255.126
Supports only single TOS(TOSO) routes
Supports opaque LSA
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
Number of external LSA 0. Checksum Sum 0x000000
Number of opague AS LSA 0. Checksum Sum 0x000000
Number of DCbitless external and opaque AS LSA O
Number of DoNotAge external and opaque AS LSA O
Number of areas in this router is 1. 0 normal 1 stub O nssa
External flood list length O
Area 1
Number of interfaces in this area is 3
It is a stub area

R1
show ip route | i 0.0.0.0/0
0*E2 0.0.0.0/0 [110/1] via 10.255.0.1, 02:13:50, GigabitEthernet0/0

14
R2
show ip route | i 0.0.0.0/0
0*~E2 0.0.0.0/0 [110/1] via 10.255.0.5, 02:14:34, GigabitEthernet0/0
DS1
show ip eigrp neighbors
OteHel EIGRP UWIOIH 210l =Jt=2 UI0IHIF =IHatXl 2L0t0F &LICH.
I[P-EIGRP neighbors for process 65000
H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt  Num
0 192.168.201.254 Vlan 14 00:09:03 40 1000 0 19
1 192.168.201.253 Vlan 14 00:09:03 40 1000 0 47
2 192.168.201.252 Vlan 12 00:09:03 40 1000 0 35
15
DS2
show ip eigrp neighbors _ _
OtcHel EIGRP UWIOIH 2101 =Jt=2 UI0IHIF =IHotXl L0t0oF & LICH.
|[P-EIGRP neighbors for process 65000
H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt  Num
0 192.168.202.254 Vlan 11 00:11:48 40 1000 0 20
1 192.168.202.253 Vlan 14 00:11:48 40 1000 0 49
2 192.168.202.252 Vlan 13 00:11:48 40 1000 0 44
RT1
show ip route | i D
0.0.0.0/0 Z22 20l COE A2 UHERZ H=2IF =NotXl LO0toF SHLICt.
D - EIGRP, EX - EIGRP external, O — OSPF, |A — OSPF inter area
* — candidate default, U — per-user static route, o — ODR
16 92.168.101.0/24 [90/28416] via 192.168.201.251, 00:22:42, GigabitEthernet0/0

1

192.168.102.0/24 [90/28416] via 192.168.201.251, 00:22:42, GigabitEthernet0/0
192.168.103.0/24 [90/28416] via 192.168.202.251, 00:22:41, GigabitEthernet0/1
192.168.104.0/24 [90/28416] via 192.168.202.251, 00:22:41, GigabitEthernet0/1
0

0
0
0
0
0 .0.0.0/0 [90/3072] via 192.168.201.252, 00:22:42, GigabitEthernet0/0

*
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DS1

show ip route eigrp

0.0.0.0/0 Z22 20 CE 2AS UHEKZ HZIF =MotX LOtoF &HLICH.
192.168.0.0/32 is subnetted, 1 subnets

D 192.168.0.1 [90/25753600] via 192.168.201.254, 00:28:24, VIan999

D 192.168.202.0/24 [90/25625856] via 192.168.201.254, 00:28:24, VIan999

D+ 0.0.0.0/0 [90/25625856] via 192.168.201.252, 00:28:24, VIan999

D  0.0.0.0/0 [90/25625856] via 192.168.201.253, 00:28:24, VIan999

DS2

show ip route eigrp

0.0.0.0/0 Z22 20 OE 2AS UHEKZ HZIF =MotX LOtoF sHLICH.
192.168.0.0/32 is subnetted, 1 subnets

D 192.168.0.1 [90/25753600] via 192.168.202.254, 00:37:18, VIan999

D 192.168.201.0/24 [90/25625856] via 192.168.202.254, 00:37:18, VIan999

D+ 0.0.0.0/0 [90/25625856] via 192.168.202.252, 00:37:18, VIan999

D 0.0.0.0/0 [90/25625856] via 192.168.202.253, 00:37:18, VIan999

Corel

show ip route | i 0/24
D 192.168.101.0/24

D 192.168.102.0/24

D 192.168.103.0/24

D 192.168.104.0/24

Core?2

show ip route | i 0/24
D 192.168.101.0/24
D 192.168.102.0/24
D 192.168.103.0/24
D 192.168.104.0/24

90/28416] via 192.

90/28416] via 192.
90/28416] via 192.

————

90/28416] via 192.
90/28416] via 192.

————

90/28416] via 192.

|SP-Core
show ip route static | i S
S* 0.0.0.0/0 is directly connected, NullQ
| SP3
show ip route static | i S
S 2.2.2.2 [1/0] via 192.33.4.6
Gw
show ip route static | i S
S+ 0.0.0.0/0 [1/0] via 192.33.4.5
L3SW
show ip route static | i S
Sx0.0.0.0/0 [1/0] via 199.7.91.5
| SP4
show ip route static | i S

17 S 7.7.7.0 is directly connected, GigabitEthernet0/0
OIHMHIO|AE shutdown £ & 2t d=z HE &0l
conf t
int gi 0/0
shutdown
end
show ip route static | i S
S 7.7.7.0 is directly connected, GigabitEthernet0/1
L3SW
show ip route static | i S
S+ 0.0.0.0/0 [2/0] via 199.7.91.9
ME =2 £ ISP49| shutdown® QIEJHIOIAE CHAl &AM 3t
conf t
int gi 0/0
no shutdown

18 RT1
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168.201.251, 00:15:09, GigabitEthernet0/0
90/28416] via 192.168.201.251, 00:15:09, GigabitEthernet0/0
168.202.251, 00:15:08, GigabitEthernet0/1
168.202.251, 00:15:08, GigabitEthernet0/1

168.201.251, 00:16:12, GigabitEthernet0/0
168.201.251, 00:16:12, GigabitEthernet0/0
90/28416] via 192.168.202.251, 00:16:13, GigabitEthernet0/1
168.202.251, 00:16:13, GigabitEthernet0/1




ping 22.22.22.22
100-byte |CMP Echos to 22.22.22.22,

Sendi ng 5,

ping 11.11.11.11

timeout is 2 seconds:

Sending 5, 100-byte ICMP Echos to 11.11.11.11, timeout is 2 seconds:
L
|SP-Core
show ip bgp
Network Next Hop Metric LocPrf Weight Path
x> 0.0.0.0/0 0.0.0.0 0 0 0 10000 i
* 1.1.1.1/32 198.41.0.2 0 0 0 165001 i
*> 170.247.170.2 0 0 0 2 65002 i
*> 1.1.1.4/30 198.41.0.2 0 0 0 165001 i
x> 1.1.1.8/30 170.247.170.2 0 0 0 2 65002 i
x> 2.2.2.2/32 192.33.4.2 0 0 03
*> 7.7.7.0/29 199.7.91.2 0 0 04
19 |* 8.8.8.8/32 0.0.0.0 0 032768 i

show ip route bgp
B 1.1.1.1/32 [20/0] via 170.247.170.2, 00:00:00
B 1.1.1.4/30 [20/0] via 198.41.0.2, 00:00:00
B 1.1.1.8/30 [20/0] via 170.247. 170. 2, 00:00:00
B 2.2.2.2 [20/0] via 192.33.4.2, 00:00:00
B 7.7.7.0 [20/0] via 199.7.91.2, 00:00:00
PCO o }
Desktop &2 IP Configuration HEHIS Adst = DHCP &= 2E
192.168.101.0/24 =2 Y H HOIEHOl =4 &0l
¥ pco = O %

Physical Config Desktop Programming Attributes

IP Configuration

Interface FasiEthernet0 v

IP Configuration
() Static DHCF request successful.

IPvd4 Address

Subnet Mask 0

Default Gateway
PC1 o _
Desktop B2 IP Configuration OHEXS A&Bt = DHCP &5 2E
192.168.102.0/24 =2 Y H HOIEHOl =4 &0l

20 B pci - o x

Physical Config Desktop Programming Aftributes

IF Configuration

Interface FastEthernetd v

IP Configuration

l: ) Static CHCP request successful

[Pv4 Address

Subnet Mask

Default Gateway
PC2 o _
Desktop B2/ IP Configuration OHEHS st = DHCP &= 2
192.168.103.0/24 =2 Y H HOIEHOl =4 &0l
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B pc2

IPva Address
Subnet Mask
Default Gateway

DNS Server

= (m} X
Physical Config Deskiop Programming Attributes
[P Configuration
Interface FasiEthernetd B
IP Configuration
© oHeP () Static DHCP request successul,
IPv4 Address
Subnet Mask 2 0
Default Gateway
PC3 , , L )
Desktop B2l IP Configuration HEXS A&st = DHCP &= 2=
192.168.104.0/24 =2 Y H HOIEHOl =4 &0l
P pc3 - ] ®
Physical Config Desktop Programming Attributes
IP Configuration
Interface FastEthernetd w
IP Configuration
© oHep () Static
IPv& Address
Subnet Mask
Default Gateway
RT1 o
show ip dhcp binding B B
ot atme Eols TR 9{OM 4Me FAJ BLEASK ol
|P address Client-10/ Lease expiration
Hardware address
192.168.101.1 0001.43C9.70C8 -
192.168.102. 1 00D00.9789.53E7 -
192.168.103. 1 000D .BD85.5D0A -
192.168.104 .1 0030.A305.581D -
PC4
Desktop B#2| IP Configuration OHEXS A&t = DHCP &= 2=
172.16.0.32/27 =2 Y H HOIESRIOl =4 &0l
¥ pcs — ] ®
Physical Config Desktop Programming Aftributes
IP Configuration
Interface FastEthernetd w
IP Configuration
i:} Static DHCP reguest successful
IPv4 Address 172.16.0.33
Subnet Mask
Default Gateway
DNS Server
PC5 _ _ L _
Desktop E42| IP Configuration OHEXS AEE = DHCP &= 2=
172.16.0.64/27 =2 S X HOIESRIOl =4 &0l
B pcs - 0 ®
Physical Config Desktop Programming Attributes
IP Configuration
Interface FasiEthernetd v
[P Configuration
() static DHCP request successful

Type

Automatic
Automatic
Automatic
Automatic

T ENE
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PCO

Desktop &2l Command Prompt OHEXHES A S = ping 28 ==
ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8.8: bytes=32 time<ims TTL=252
Reply from 8.8.8.8: bytes=32 time<ims TTL=252
m 8.8.8.8:
8.8:

02

Reply fro bytes=32 time<ims TTL=252
Reply from 8.8. bytes=32 time<ims TTL=252

Ping statistics for 8.8.8.8:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms
PC4 o )
Desktop B2l Command Prompt OHEXES A EMS = ping HE
ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8.8: bytes=32 time<ims TTL=253
Reply from 8.8.8.8: bytes=32 time<ims TTL=253

o1 | Reply from 8.8.8.8: bytes=32 time<ims TTL=253
Reply from 8.8.8.8: bytes=32 time<ims TTL=253
Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

[SP—Core
ping 2.2.2.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2.2.2.2, timeout is 2 seconds:
[RERN
Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms
ping 7.7.7.7
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 7.7.7.7, timeout is 2 seconds:
[EERN
Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms
PCO~PC5 o _ ~ B
Desktop 2| Cisco IP Communicator OHEXIES Al&ist £ Oleiet 20| HSE &det=X &
PCO : 1001
PC1 : 1002
PC2 : 1003
PC3 : 1004
PC4 : 2001
PC5 : 2002

22
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® pco

Physical Config Desktop Programming Attributes

IP Communicator

RT2

show ephone

212 ephone S5 %L 84 S&l I &0l

ephone-1 Mac:0030.F2BD.8BEC TCP socket:[1] activelLine:0 REGISTERED in SCCP ver 12 and
Server in ver 8

mediaActive:0 offhook:0 ringing:0 reset:0 reset_sent:0 paging O debug:0 caps:8
[P:172.16.0.33 1025 CIPC  keepalive 43 max_line 2

button 1: dn 1 number 2001 CH1 |OLE

ephone—2 Mac:0002.4ACA.5C58 TCP socket:[1] activeline:0 REGISTERED in SCCP ver 12 and
Server in ver 8

mediaActive:0 offhook:0 ringing:0 reset:0 reset_sent:0 paging O debug:0 caps:8
[P:172.16.0.65 1025 CIPC  keepalive 43 max_line 2

button 1: dn 2 number 2002 CH1 |OLE

RT1
show ephone
4712l ephone S5 L 8d S& I &0l
ephone—1 Mac:0001.43C9.70C8 TCP socket:[1] activelLine:0 REGISTERED in SCCP ver 12 and
Server in ver 8
mediaActive:0 offhook:0 ringing:0 reset:0 reset_sent:0 paging O debug:0 caps:8
[P:192.168.101.1 1025 CIPC  keepalive 43 max_line 2
button 1: dn 1 number 1001 CH1 |OLE

ephone—2 Mac:0000.9789.53E7 TCP socket:[1] activeline:0 REGISTERED in SCCP ver 12 and
Server in ver 8

mediaActive:0 offhook:0 ringing:0 reset:0 reset_sent:0 paging O debug:0 caps:8
[P:192.168.102.1 1025 CIPC  keepalive 43 max_line 2

button 1: dn 2 number 1002 CH1 |OLE

ephone-3 Mac:000D.BD85.5D00A TCP socket:[1] activeline:0 REGISTERED in SCCP ver 12 and
Server in ver 8

mediaActive:0 offhook:0 ringing:0 reset:0 reset_sent:0 paging O debug:0 caps:8
[P:192.168.103.1 1025 CIPC  keepalive 43 max_line 2

button 1: dn 3 number 1003 CH1 IDLE

ephone-4 Mac:0030.A305.581D0 TCP socket:[1] activeline:0 REGISTERED in SCCP ver 12 and
Server in ver 8

mediaActive:0 offhook:0 ringing:0 reset:0 reset_sent:0 paging O debug:0 caps:8
[P:192.168.104.1 1025 CIPC  keepalive 43 max_line 2

button 1: dn 4 number 1004 CH1 IDLE

show run | sec telephony
telephony-service

max—ephones 4

max—dn 4

ip source—address 192.168.0.1 port 2000
auto assign 1 to 4

PCO
PCOGIIAl 100322 Dial =¥
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Server1
ping 10.255.255.100

ServerQ )
Service © on O off

. Traffic Confribution: 12.1951% (5/41)

P4 SOURCE ADDR]
P4 SOURCE 2pDR _Elovy information:
P4 SOURCE ,\:-\[}[:-pé IP'V4 SOURCE ADDRESS: 2222

Pv4 SOURCE ADDR| §IFV4 DESTINATION ADDRESS:  7.7.7.7
TRNS BESTINATION PURT U
counter bytes: 384
counter packets: 3

25

|SP-Core
|SP-Core0il username:administrator password:Skil|39**2 2 =10l

show run | inc username
username administrator privilege 15 secret 5 $1$mERr$4YeCC.2D12¢cpbSm3t0QUW.
H2LHSI LSS JUNHOLE

26

|SP—Core
ISP-CoreGilAl 22901 A=
Press RETURN to get started!

Warning! Access to authorized users only

User Access Verification

Username:

27

PC5

ssh —| L3SW 172.16.0.94
Password:Ski | 139**
C:%>ssh -1 L35W 172.1€.0_.54

d-

L3SW
%SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: L3SW] [Source: 0.0.0.0] [localport: 0]
at 00:21:34 UTC Mon Mar 1 1993

Server1

Service O on I:ja off Radius Port 1812

Network Configuration

28

PC5

nslookup webservice.com
Server: [172.16.0.100]

Address: 172.16.0.100

Non-authoritative answer:
Name:  webservice.com
Address: 172.16.0.100
PCO

nslookup webservice.com
Server: [2.2.2.2]
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Address: 2.2.2.2

Non-authoritative answer:
Name:  webservice.com
Address: 7.7.7.7

PCO

nslookup www.itnsa.com
Server: [2.2.2.2]
Address: 2.2.2.2

Non-authoritative answer:
Name:  www.itnsa.com
Address: 2.2.2.2

PC5
webservice.com/welcome.html

Web Browser

< = URL http.fwebservice.com/welcome. htmi Go Stop

Welcome to this Site!

PCO
webservice.com/welcome.html

Web Browser

< = URL hitp:iiwebservice. comiwelcome. himl Go Stop

Welcome to this Site!

PCO
WWw. i tnsa.com
Web Browser X

< > | URL http:ffwww.itnsa. com G_u | Stop

Welcome to this Server

|SP4 _
show crypto isakmp sa
'iﬁt state conn—-id slot status
192.33_4.%6 199 -9 2 {M IDLE 1073 0 ACTIVE
GI _
show crypto isakmp sa _

t state conn—id slot status

192 _.33.4._ & QM IDLE 1025 0 ACTIVE

ISP4, GW

show crypto isakmp policy
Protection suite of priority 10

=

fncryption algorithm: ree key triple
ash algorithm: Secure Hash Standard
buthentication method: FPre-Shared Ee

fiffie-Hellman group: #5 (1536 bit)
lifetime: 8400 seconds. no wvolume limit
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