20268 X2Z2I|sEIIU= Al

z 9 ITHERIAAE A | Windows Environments | KIS | HM23HAl
_ AAIRIE
AIIAlI2H 4A|2¢ H H S _ ol (1)

DEAI K

ob, HH He
oHE MHeE WEE ZHI)|IssEHE a HAE JIete2 ClAel= HAILICH.
M RPAEN T2t HERKZR MElA, VPN A8lA, CIEEZ AElA, THY 28
ABIA, 223 H2 MUlA, & MHIA & XS5 ABIASE REEHLICE.

L. AZEYNH RFALE
1) VMWare Workstation Xl &It
2) Windows Server 2022 20348.3091
3) Windows 11 23H2 22631.4830

Ct. XIg WM&
1) requestRouter_amd64.msi
2) rewrite_amd64_en-US.msi
3) ansible.zip
4)
5)

countries.csv
web.config

2) NAE 2= Mg Al 2SI 2eE B "SKill3ox+"8 J|Z2d=2

>
™ [ o
c L =
20
ﬁ
i
=
0""0
rlo
00
B
HA
rir
Ix
0
rlo
>
>
0
=
4
il
Qj
rir
S
it
Y
o

=
J
04 -

)
HL oY 02 = Jm
Qﬂ
H
J
(_)'y
0o qo

N2 o0 g o

o
S~—"
0

OB
U

HU AHIAE THAIRE = BICH
= S2 T 0{0F ELICE.
HIAAE [A220A4] 111

é
=
0




2. Al QTAE
A. dcl.paris.local
Jb. DNS AHIA
1) "paris.local" SOIQI0l CHEH ek SO
2) Paris WEK3AS IP =40 b
3) 2t CIBtOIAOl CHEE SOel d2E

dZ&= OteHE HXELICH
A

Record | ddress
WWWwW
external 10.20.0.11
COUﬂtl'y
adfs
4np 10.20.0.10
ftp
4) Lyon HIEKAS 0o HEE X3 £ UTE RHELITCH

Lt. Active Directory =0l MHIA
1) fE ZHAE "paris.local"E MAGt] 0DC1 CIHIOIAE =0
A &HLICt.
2) Core, Distribution & Client AHIS0W ®XISt= Windows CIBIOIAE
"paris.local" =N SZ&LICH.
3) Organization Units JHXIE ZOICl S E0 FIF&HLICE.
"MKT", "SALES", "TECH", "HR"
4) SOl O HME 20Ul F=It&tLICh.
"MKT", "SALES", "TECH", "HR"
5) SO AFEX HXE F=Otot)| ®Ist AQEHEE MHELICH
a) AJEE M& Xl "C:Wcreate_user.pst”
b) =0l AL X KAl

ro
v
Im
1]
o
HU

Prefix | Numbers ou Group
mk t MKT MKT
sales 1220 SALES | SALES
tech TECH | TECH
hr HR HR

- sample Username : mkt1

c) A E A& Al —count 2IXRIE EHOF, nIH2 AIEXNE MAEE == U O
otH Ol0l &Mootz AtEXte MAotAl ZEsLICH

S HEES L0oHKl H0t0F &LIC.

rdE JtAe 164 0l&e] 2SS AtSolOF

d) AFEXH=E 2 E 27901 Al gL
6) HR OS2 2E ASX HAE =

ITHEH A AH] [H220A]] 11-2



B.

O
fw

PS|

=
ETc]
0

o

=0

o "hr1" AFE X2l department 2tS KREZ & ELICH

[m)
|
]
0
J2

Sl Z RLP ALE
CHQ Zc0IHE CiHIolA N Ofe Bs E=eLIC.
1. S &2 229! it ST 0F &LICY.
"Only authorised personnel allowed to access"
2. ANNAE St HEE AHEHLICH.
0l&: Skill39
Desktop gt 2025 -
3. & Administrator H&EZ2 HI&24d3tetLIC.
4. LMHashJ} SAM GIOIE{HIOI A2 Active Directory0l 222
HEL = A2 S XELILCH
5. 0 222 2% 13AI0 ZHO0IEE &0IotE=ZE &LIC.
6. LY SIAERZ Jls HIEAHS
TECH TECH & AMEX0AH Ofe s HEZESHL|CY. )
AN 202 Al "powershell.exe"Jlt AIiso = Al
SALES, MKT, HR 0U<| M_%IPOHHI Otefl HA=E2 HZ&LICH
NOTECH 1. dIAAES HE HIE2A-35 B
2. "cmd.exe", "powershell.exe" & "run" HIZAH3

nw-srv.paris.local
Jb. DNS AMHlA
1) ol ClHIOlA= EX DN

2) debgr Y Agter COel &= 0C1 CIBtoIA 2L SIISHELICEH.
=2

(@]
.
T
HU
O
1
il
C
[m

Lt. DHCP ABIA
1) Otch 2= AtEOl (etA DHCP EHRIE MASLICH.

a) 89 0I5 : client
b) WE<KA &<l : 10.30.0.0/24
c) Il AHOIEHOl : 10.30.0.1
d) = DNS AH : 10.10.0.10
e) X DNS MHB : 10.10.0.11
f) =4 &< 82 : 10.30.0.100 ~ 200
g) =& M2 &< : 10.30.0.100 ~ 150
h) & 2128 132 13AI12F 13&
2) Client UER A2 CIBIOIADL Y DHCP ANHHZRE IP =AE SgEES £
U= 24ELLt.

ITHEH A AE [H22H4]] 11-3



C.

file-srv.paris.local
b, OFY AW 2laA 22| At

1) "C:WGroupShare" CIHECIE MAELICI. 1 ot TS 37 2Z2HE
MAGot) 2 dets ZE0AAL.
2% 0|8 &2 A
CommonShare | 2= Ar&XF €101, MXJ| 5l&, ©@HR O8=2 M2
MKT MKT &8 401, MAJ| 58
SALES SALES Z1&Bt &1, M| o &
TECH TECH &8t &J[, M| o=
HR HR 1808t 21D, M| 5l&E
2) 2 AFEX0F oY HER3 Sel0IBEE Y8t = &L
a) "C:WUserShare" CIZER| OtcHOl AFEXE ClE &It M0k ELICH
b) JHQIE E2t0IEDt "T:" E2i0I1B2 XS Ot2E T 0oF &LICH,
c) 8 2l ez FIE Jjelg =etolBs 22 50MBZ2 =0 A2 0|
MistEl O 0F & LIC.
d) JHeld =e2lolE20 ".exe" A& M0 HECX REF XHSEHLICEH
Lt. &6 O AIAE
1) 24 I AIARES P2=06H DOFS 2 E= "C:WOFSRoots" ClZ&E| Ofel ol
HEEZO0F &LICEH.
2) DFS UIZYAHOIA "CSDrive"E MASHH Oteiet 20| ItY =S AUIAD:
S O0F LIt
4l AH Ol A 35 08 OFS 2% 0I5 c2to0le OI2E
CommonShare CommonShare Z: M
MKT MKT
CSDrive SALES SALES X
TECH TECH
HR HR

3) DFS &% = "CommonShare"&=
TI0{0F OtH RAME OFS 7= &S 08 o
4) OFS =HE #4350 IOl BHE
a) FILE-SRV ClBtOIAE= =M = 432 =z
GIoIEH It =HIE o 0F &L
b) HIOIE =SME <

o
Ob
10
i
=
mMm
P
n
X
<<
[w)
o
IS}
|~
2
0z
0x
o
C
o

Ct. RemoteApps
1) RemoteAppsE S0l "notepad.exe" AlSH IS o2
2) HE UHIERKZD ZH0|HEDN Y AMHIAN & =

[THEQIA| A% [A2243] 11-4



ct. FTP MBIA

1) FILE-SRVOIl FTP AIOIEE AHAIELICE.

2) Remote & AFEAtCH 210 Y MDD} JtsotESE A ELICH

3) FTP Root Directory= DC12| "C:#ftp" HZE AEoIES otH, AIEXDF &
HAZ0 "mountfile.txt" Y MM Al ftp RE HZI} "K:" E2i0|E2

OI2E HESs A4ELI.

D. web-srv.paris.local

Jb. PKI
1) RE & JI&sS L0 2 MHIAN HES ASHE L5 LICH
2) 2= CHOIA0 RE S J|29 AUSAIt HES| HHELEE LU
3) 2IEA Jlgt MEIANAM QEM 2FI YMGHA XSS &LICH

L. & MBlA
1) "www.paris.local" =0 & AIOIEZS
"internal web service" ZAEI=II EE &0
2) "external.paris.local" THICl & AIOIEE PHGIH & AMBlA &2 Al

0

"external web service" ZHE=II S & L

3) "ww" AFOIE &2 Al HTTPI} HTTPSZ 2l Tl {0F SLICEH.

4) BHE m=2 XIZE web.configE HAED| &30, "country" ZAIOIEES
RAELICH. "https://country.paris.local /${=Z2JIZE}'E HZ2 Al 2JtE=2
CtE AEI=DI S HO0F &LICH ( =40t 2935] LXIGHOF &LICH. )

Ch. It MHIA

1) "C:WGroupShare" ClHECIE MAHELICH. O Ot TS 3% 2GS
MAYGHD 82 dst2 &80 AL.
=25 0|18 a2 #Et
CommonShare | 2= At&XF &1J], MXJ| 5l&, ©@HR 8= M2
MKT MKT &8t 2101, XJ| o &
SALES SALES &0t ¢1J|, MJ| 51 &
TECH TECH &8t 81Jl, M| 3 S
HR HR &2 24D], M| 5l

2. AD FS AHIA
1) AD FS AMHIAE RSFELICH. AISAHE
gteoz S8 BSELICH
2) AD FS MBIAOI Relying Party TrustE M A&LICH. country & AIOIEN &2
A, Y RPE22l A0 CHAH "PARIS.LOCAL" S OIQ! Idpll AMEX HES=Z

clOIHE 2IE =&l Al SSL

o

=
=]

tHO4

Ol
[
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ol
poL
]
.

Welcome to 2025 Wor IdSkills Gwangju"ll S& & == RHEEHLICEH.
i, countries.csv Y= DC12 C E2t0IE20 MEELICH.

ol & OIJIJI OIRFHAIESE *H6HH, AD User 2l Departmentgt= Ol =0t
claimE St=1D 21901 Al "https://country.paris.local/${claim}"S=2
28 £ JAZE RHELIC
3) claimgtOl gl= AEXt= "https://country.paris.local/NO" 2 EI2otE=
/51 N SH
&

&
2 4]

fjo
40
ol

E. dc2.lyon.paris. local
Jb. DNS MHlA

1) "lyon.paris.local" =MIQI0 CHEF s CHC &= RHELIC
2) TOIQ AHIA =S 8 THQ dREE HES|l F=IELILH
3) Paris WERKIAS THo EEE X338 £ JAE=2 2HELIC

Lt. Active Directory =0l MHIA

1) FE ZHAE "paris.local" ot "lyon.paris.local" Xt&l =02
MAHGtL] DC2 CIHIOIAE THIQ HEEHZ AHELICH

2) Lyon WIEK AN @ XIdt= Windows CIHIOIAZE "lyon.paris.local" =0
SSELIC.

3) "REMOTE" Organization Units JHMIE M RE

4) "REMOTE" =02l O JHME "REMOTE" OUOI =Dt

5) Oteliet 22 SO0 AFEXE HME F=OHetLICh.

Prefix | Numbers ou Group
remote 1-20 REMOTE | REMOTE

=t
LIC.

FLICEH.

o

@ =

- sample Username : remotell

F. paris-router.paris.local
Jb. HERZ

1) e EX= W UWERKIAQ JI2 HOIEHOZ S&EGIH 2tRE JIs2
e > JUAESE FHELICH
2) Paris & Lyon UER 2t S4I2 I8t IKEV2 Site to Site VPN HHE 2
MAEHLICE.
a) CIEHHOIA Ol : IKEV2
b) At BR I HACZ ASLHEE ol HE0| dRE22Z ROt
stLICt

Lt. elBlAs = Al MBlA

1) HTTP & HTTPS MHIAOI CHEH 2ItHA ZSAl MHIAS FEELICH
ITHEAIA|LE [A2LA4]] 11-6



oHE MHEH = TLS TerminationsS #=8HioiOF & LIC}.
2) "external.paris.com" 2lHHA ZEAIE RAHEGIH, TEA AHIA E2 Al
LHE UWIERK3IS "external.paris.local"'2 EciE s MLotE= &HLICH.

G. lyon-router.lyon.paris.local
Jb. HEZ

1) e EX= WE HERZAS JI2 HOIERZ S&6IHH ctRE JIssS
=olsh 4 Q=2 JAAEHLIC.
2) Paris ¥ Lyon WIERK3 2t S4I= st IKEv2 Site to Site VPN EHHE =
MAELICH
a) 9IEHHOIA OI2 : IKEv2
b) AlHM B8R I HAOZ OSHESE GlH HZ0| FFPHC=Z ST OF
stLICH
L. DHCP AHIA
1) OfcH 27 AHSHOll (2tA DHCP HRIES MASHLICY.

) B2l 018 : client

) WE<SA Y2 - 10.40.0.0/24
) JI2 HOIESIO0l - 10.40.0.1
) = DNS AMH : 10.40.0.10
)
)
)

o O T o©

=2 =g &9l 10.40.0.100 ~ 200

M2l gl 10.40.0.100 ~ 150
g JI2t © 138 13A12H 13&

2) Lyon WIERZ2 CIHIOIADL SHE DHCP MHZRH 1P FAE YR
%l E __'_l/\—iol-LIEI,

€]

02 44 A
k

—

i

[
=

fjo

. LA-Router
Jb. HESRZ
1) g &Xle A2 UERKT 2RH HUlz S&ELICH
2) 2R UERD EHEZS MYGESE 2HGH0 Paris-Router ClBFOIA 2t
Lyon—-Router CIHIOIADE MZE SAE &= UESF &LILC.

Lt. DNS AfHIA
1) "paris.com" =IO =
2) "20.0.0.2" =AE HASOZ "external" THIQ HZEE FIMEILICE.

|. Ansible-SRV
* 0] &Xl= Ass A0 OE 2& =2 AHE0HA 2 SLICH.
I[TUEYIA AR [#H22k4]] 11-7



Jt.

A=zt AHIA

1) Ansible MI0OH =EE F4HGIH X2 MSE E0t0 2el e =2

LAAMEN Feote 4= NSSELIC

a) N2 MEE E&st 2= ansible 23 M2 "/opt/ansible" OFcHOl
MEZOOF otH =32 fSt "manage-shares.yaml" SdI0I=2
MAEHLICY.

b) XIZ MZE It = files_shares B2 NS g2 Cis &SLICH
- name : Windows =% 0|&
- read : Read / Execute Hst= JIXle 18 0I5
-write : Modify &st2 JIXl= &8 0l

c) Ansible CIHE2I0A CI2 ZEOUHZ Ns3 2GS &0 SLICH

ansible-playbook manage-shares.yaml

d) Ansible CIZEC|IUA CIS SEUHZ Web I XS MHZS SOISLICEH
ansible-playbook countries.yaml

22l tHah ==& FILE-SRV CIBIOIA 2+ DC2 ClHolAZ 2t EXI 8% AUlA

2L ASE Moo= XS AIAE S 2=0H0F &LICH

a) Paris & LyonOl XI5 MZ 0l FAIE H= g2 X0t S0 O8 &
S5 MHELIC. 28 202 22 H=Z= "C:WProjectShare" OFeH0fl
=5 081 sgst ClAELICH

b) read ¥ write 20l tHSdte SO D& MAELICH

c) 357 HBI2 Everyone (&AL Z = AHSE R0SIES &LICH
NTFS #St2 Read / Execute HEt2 read gt0l CHSdt= 1A&0 2050
Modify #EtS write gt CHSdte Q&S0 SO ELIC

countries.yaml 2 22| & =“E= WEB-SRVZ, E XN Web It MA Its3t

ANAEE A=oH0E & LICE.

a) lookup &4Z5 AF20l0M countries.csv IS 410, 28 2II9 ¥EE
Code®t Name EEZ AIEE = UEE AL LICH

b) 22| tHat =0 =3It 2E "item" H42 MLoI0 AIEE = UESE

S ™ EHLICY.

country Websitell S E BZE MAELILCE.

dZ2= "C:Winetpub" OF2HOfl Website OIS st Cl

"Create directories for each country" taskE JAE&LICH. B2 Code

ZLCE 2010, Websitel FE Z=Z Ofchol =ItE Ol £

S LICt.

"Generate index.html for each country site" task& JAELICH. B9

Name EEE &E0t 20t Cl& &2l o0l index.htm =1

ot0d, LhEe "Welcome to ${Name} website!'Z A EL
ITH E A A8 [A222] 11-8
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f) 11S Pool 2 |1IS WebsiteE MAEHL]
OISME AZdll httpsE binding ol

J. WIN-CLIENT2
Jb. File Explorer
1) oY & X2 File ExplorerOlAl Z2MHEN MY LY
AASLICH Ol I LHE0l EAIZIO0F SLC

oY
[
o
1

0
n
i

22
o =2

ole EXIUAM remotel0 RME Soll ipconfig HES Ads M=, DC22

22|k S22 Soff #HetS S0 &0t0F &LICt.

a) DC2 CIHFOIA 2] Powershel |0l " IPCONFIG-ALLOW"E &2 =, ipconfig
MAS +HSHCHH Consolelll "Access granted! Running ipconfig."
HIAIXIDF 28 &0 ipconfig YOl HAXCZ 3G 0{0F SLICH

b) DC2 ClHFOIA 2| Powershel |0l "IPCONFIG-DENY"E &3 =, ipconfig &S
2=eHSHCHH Consolell "Access denied! ipconfig will not run." OIAIXIDF
=350 ipconfig B0l =HE Xl £0tOF SLICEH.

Ct. CPU AtEE B
1) 30=0tCH CPU AtE 22 ZAIGHH, 80%IF E 0 2+CHH MessageBoxE MAHGIE=
A &HLICt.

2) MessageBox2 LHE2 Cts1t & &LICH.
a) M= : CPU Usage Warning
b) LWE : CPU Usage is ${CPU Usage}%!

ITHEH A AE [H22H4]] 11-9



3. &5

Jb. HER3 #4&

Paris Network

10.10.0.0/24
== Name: DC1 paris.local
System: Windows Server 2022 GUI
Roles:
- DNS
- Active Directory Domain Services
DC1
== Name: NW-SRV.paris.local
System: Windows Server 2022 Core
Roles:
- DNS
- DHCP

. NW-SRV

Distribution Network
10.20.0.0/24

_/

@l Name: FILE-SRV.paris.local
HE  system: Windows Server 2022 GUI
Roles:
- Distributed File System
- File Service
FILE-SRV - Remote Apps
== Name: WEB-SRV.paris.local
System: Windows Server 2022 GUI
Roles:
- Certificate Authority
- Web
WEB-SRV

Paris-Router

Name: Paris-Router.paris.local
System: Windows Server 2022 GUI
Roles:

- Routing

- Site to Site VPN

- DHCP relay

- Reverse Proxy

Client Network
10.30.0.0/24

Name: Ansible-SRV.paris.local
System: Debian 12.8 GUI
Roles:

- Ansible

Name: WIN-CLIENT1.paris.local

Ansible-SRV
System: Windows11
Roles:

- Client

WIN-CLIENT1

LA-Router

( IKEv2 VPN

ITHEAZA|LE [AH224] 11-10

Lyon-Router

Name: Lyon-Router.lyon.paris.local
System: Windows Server 2022 GUI
Roles:

- Routing

- Site to Site VPN

- DHCP

10.40.0.0/24

2 Name: DC2.lyon.paris.local
System: Windows Server 2022 GUI
Roles:
- DNS
- Active Directory Domain Services
DC2

Name: WIN-CLIENT2.lyon.paris.local

System: Windows 11
Roles:
- Client

—

WIN-CLIENT2




ANAE DS
Host Perimeter IPv4 Address Roles Environment

20.0.0.1/24

LA-Router - Routing, DNS Windows Server 2022 GUI
30.0.0.1/24
Core 10.10.0.1/24
Distribution 10.20.0.1/24

Paris-Router Routing, Site to Site VPN, DHCP Relay, Reverse Proxy Windows Server 2022 GUI
Client 10.30.0.1/24
External 20.0.0.2/24

DC1 10.10.0.10/24 | DNS, Active Directory Domain Services Windows Server 2022 GUI

Core
NW-SRV 10.10.0.11/24 | DNS, DHCP Windows Server 2022 Core
FILE-SRV 10.20.0.10/24 | Distributed File System, File Service, Remote Apps Windows Server 2022 GUI
Distribution
WEB-SRV 10.20.0.11/24 | Certificate Authority, Web Windows Server 2022 GUI
WIN-CLIENT1 DHCP | Client Windows 11
Client
Ansible-SRV 10.30.0.10/24 | Ansible Debian 12.8 GUI

10.40.0.1/24

Lyon-Router Routing, Site to Site VPN, DHCP Windows Server 2022 GUI
30.0.0.2/24

DC2

WIN-CLIENT2

10.40.0.10/24 | DNS, Active Directory Domain Services

Windows Server 2022 GUI

DHCP | Client

Windows 11
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