2026439 X|eHJ|sdJI0le MEII=E

R ITHIERIAIASE | WHE Linux Environments WHHS A1 o

BII A2 4AI2 HI#HS g‘/\r%% (el
1. &8 &=

s e e, It g

LDAP 1 LDAP HEZ| £33 1.50

ol DI 2 oI D& LU OIBEM B 1.50

Iy = 3 Samba public S 1.50

=7 4 Samba internal 2% 1.50

DNS 5 Internal SOIQ! MHIA 1.50

i 6 OMZ &=0lel MelA 1.50

20 e 7 OIEN QF DIt SSH &2 &% 1.50

2l 8 2 AMHlA S22 HS 1.50

2IHA TZE2A| 9 CIHA T2EA S& HE 1.50

e 10 HY AMUlA EBS 1.50

11 LDAP BHOIE HS 1.50

BH 12 Bl MHIA AHAES 1.50

VPN 13 VPN 25 2 WHF elas 82 1.50

- = 14 2 AMHIA HAE 1.50

2 =cH0lel= 35 15 |02 NMHIA HAE 1.50

Eg TIEA 16 EY OTEAN S& 33 1.50

. 17 [UEX MU~ 2S 1.50

Sk 18 | 2ot MHIA 2= .50

- 19 |2 MU~ DItEs 1.50

=< 20 ZTEA MEIA DIIEYH 1.50

=3t 21 a AMEIA HAH Atsst 1.50

= 22 O MUlA BHE XsS3E 1.50

23 Rsyslog LE ™A =0l 0.20

24 Rsyslog HIAE 0.20

25 F 22| ol 0.20

3 26 2F A X HAE 0.20

27 NTP 3] 215 24 HIAE 0.20

_ 28 NTP 2 MO HAE 0.20

= IHA 20 | NTP DOtEA 0.20

30 Stunnel ZE E0l 0.20

31 Stunnel 215 =0l 0.10

32 NFS OI2E &2l 0.10

33 RAID =24 =0l 0.10

34 RAID OI2E &2l 0.10

Al 35
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3=

o 0%

M4 27 AEOl D2t HAI A4S HF5| AR 5 WHS A BB & Y

EXS ol o
AN | 3 g2 28 = 10P, ONS S 22 BIASOIA timeout0l ZrAIE & ULICH
0l 320 s HEE CAl =838 MHHE & = UASLICH
THE A HEO 282 st MIIX EXJF EQE AR E&XE JAMELIC
£ 4o == UE = U2H &N 8= U g2 AIEUT
int-srv
Idapsearch -H ldap://localhost -b dc=int,dc=wor Idskills,dc=org —x
"(&(objectclass=organizationalunit)(ou=Employees))" -D
cn=admin,dc=int,dc=wor |dski | |s,dc=org —w Skill39** | grep dn
dn: ou=Employees,dc=int,dc=wor ldskills,dc=org
|dapsearch -H ldap://localhost -b ou=Employees,dc=int,dc=wor ldskills,dc=org —x
objectclass=person -D cn=admin,dc=int,dc=wor Idskills,dc=org —w SkilI39** | egrep
1 "dn|Number |mail"
dn: uid=ws-user01,ou=Employees,dc=int,dc=wor Idski | |s,dc=org
mail: ws—userOl@wor |dskills.org
uidNumber : 2001
gidNumber: 2001
dn: uid=ws-user02,ou=Employees,dc=int,dc=wor Idski | |s,dc=org
mail: ws—user02@wor |dskills.org
uidNumber: 2002
gidNumber : 2002
int-srv
openss| x509 —in /etc/ssl|/ws—RootCA/cacert.pem —noout —text | egrep "Subject:|CA:TRUE"
Subject: C = KR, CN = wor ldskills-RootCA
CA:TRUE
openss| x509 —in /etc/ssl/ws-SubCA/cacert.pem —noout —text | egrep "Subject:|CA:TRUE"
Subject: C = KR, CN = wor ldski | | s=SubCA
CA:TRUE
openss| verify -CAfile /etc/ssl/ws—RootCA/cacert.pem /etc/ssl/ws—SubCA/cacert .pem
/etc/ss|/ws—=SubCA/cacert.pem: OK
for cert in /etc/ssl/ws—SubCA/newcerts/*; do openss| x509 —in "$cert" —noout —issuer
—-subject | awk '/~issuer=/ {show = /CN = wor Idskills—SubCA/} /"subject=/ && show'; done
> subject=C = KR, CN = www.wor ldskills.org
subject=C = KR, CN = mail.worldskills.org
cat /etc/ssl/ws-SubCA/cacert.pem /etc/ss!|/ws-RootCA/cacert.pem > /tmp/fullchain.crt; for
cert in /etc/ssl/ws—SubCA/newcerts/*; do openss| verify —CAfile /tmp/fullchain.crt
$cert; done
/etc/ss|/ws—=SubCA/newcerts/01.pem: OK
/etc/ss|/ws—SubCA/newcer ts/02.pem: OK
fpsshca=$(ssh-keygen —If /etc/ssl/ssh-CA/ca | awk '{print $2}'). fpsshcert=$(ssh-keygen
-L —f /root/.ssh/id_ecdsa—cert.pub | grep "Signing CA:" | awk '{print $4}'); if [I
"$fpsshca" == "$fpsshcert” 1]; then echo "ok"; fi
ok
ssh—keygen -L —f /root/.ssh/id_ecdsa—cert.pub | grep "Type:"
Type: ecdsa-sha2-nistp256-cer t-vOi1@openssh.com user certificate
int-srv
3 | smbclient //localhost/public -1 127.0.0.1 -U "%" —c Is | grep "blocks available" | wc -I
1

ITHEAIA A [AH12A 87| =H] 15-2




touch /tmp/test; smbclient //localhost/public —I 127.0.0.1 -U "ws—user%Skil|39**" —¢
"put /tmp/test test"
putting file /tmp/test as #Wtest (0.0 kb/s) (average —nan kb/s)

touch /tmp/test; smbclient //localhost/public =1 127.0.0.1 -U "%" -c¢ "put /tmp/test
test"
NT_STATUS_ACCESS_DENIED opening remote file Wtest

int-srv
smbclient //localhost/internal -1 127.0.0.1 -U "%" —¢ "Is"
tree connect failed: NT_STATUS_ACCESS_DENIED

touch /tmp/test; smbclient //localhost/internal -1 127.0.0.1 -U "ws-user%Ski | [39**" —c
"put /tmp/test test"
putting file /tmp/test as #Wtest (0.0 kb/s) (average —nan kb/s)

int-srv

?5g1+?8026 +time=2 +tries=1 @10.1.10.10 int-srv.int.worldskills.org A

dig +short +time=2 +tries=1 @10.1.10.10 —x 10.1.10.10

int=srv.int.worldskills.org

dig tshort +time=2 +tr|es—1 @2001 db8:1001:10::10 int-srv.int.wor Idskills.org AAAA
2001:db8:1001:10::10

dig tshort +time=2 +tries=1 @001:db8:1001:10::10 —x 2001:db8:1001:10::10
int=srv.int.worldskills.org.

dig +recurse +time=2 +tries=1 @127.0.0.1 int.worldskills.org SOA | grep NOERROR

;» —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 64244

for zone in worldskills.org 20.1.10.in—addr .arpa.
0.2.0.0.1.0.0.1.8.b.d.0.1.0.0.2.ip6.arpa.; do rndc zonestatus $zone | grep secondary;
gone | we —I

for zone in worldskills.org 20.1.10.in-addr .arpa.
0.2.0.0.1.0.0.1.8.b.d.0.1.0.0.2.ip6.arpa.; do dig +short +time=2 +tries=1 @127.0.0.1
gzone SOA | awk '{print $1}' | grep ns.worldskills.org; done | wc —I

prx01

for record in mail.worldskills.org ns.worldskills.org www.wor ldskills.org

prx.wor ldskills.org prx01.worldskills.org prx02.worldskills.org webO1.worldskills.org
ng?Zégoqédskills.org; do dig +short +time=2 +tries=1 @10.1.20.20 $record A; done

10.1.20.20
10.1.20.20
10.1.20.20
10.1.20.21
10.1.20.22
10.1.20.31
10.1.20.32

for record in 10.1.20.10 10.1.20.21 10.1.20.22 10.1.20.31 10.1.20.32; do dig +short
+time=2 +tries=1 @10.1.20.20 -x $record; done

mail.worldskills.org.

prx01.wor ldskills.org.

prx02.wor ldskills.org.

webO1.wor Idskills.org.

web02 .wor Idski | Is.org.

for record in mail.worldskills.org ns.worldskills.org www.worldskills.org

prx.wor ldskills.org prx01.worldskills.org prx02.worldskills.org webO1.worldskills.org
web02.wor |dskills.org; do dig +short +time=2 +tries=1 @2001:db8:1001:20::20 $record
AAAA; done

2001:db8:1001:20::10

2001:db8:1001:20::20

2001:db8:1001:20::20

2001:db8:1001:20::20

2001:db8:1001:20: :21

2001:db8:1001:20::22

2001:db8:1001:20: :31

2001:db8:1001:20::32
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for record in 2001:db8:1001:20::10 2001:db8:1001:20::21 2001:db8:1001:20: :22
2001:db8:1001:20::31 2001:db8:1001:20::32; do dig +short +time=2 +tries=1
@2001:db8:1001:20::20 —x $record; done

mail.worldskills.org.

prx01.wor ldskills.org.

prx02.wor ldskills.org.

webO1.wor ldskills.org.

web02 .wor Idski | Is.org.

dig +short +time=2 +tries=1 @127.0.0.1 wor Idskills.org MX
10 mail.worldskills.org.

dig +recurse +time=2 +tries=1 @127.0.0.1 wor ldskills.org SOA | grep "recursion"
;> WARNING: recursion requested but not available

prx02

g 20.1.10. in-addr .arpa.

.0.0.2.ip6.arpa.; do rndc zonestatus $zone | grep secondary;
gone | we -1

dig +recurse +time=2 +tries=1 @127.0.0.1 wor ldskills.org SOA | grep "recursion"
;> WARNING: recursion requested but not available

mai |

journalct! —f —u ssh | grep Accepted

web01

journalct! —f —u ssh | grep Accepted

web02

journalct! —f —u ssh | grep Accepted

int-srv

for host in 10.1.20.10 10.1.20.31 10.1.20.32; do ssh root@$host true; done
HEO @FI LMHA K=l #ol = 2 CHt0lA2 SSH &% =11 0l

mai |

Mar 29 20:22:26 mail.worldskills.org sshd[21423]: Accepted publickey for root from
10.1.10.10 port 37388 ssh2: ECDSA-CERT

SHA256:3J1t i bwoNdpSLv+Kr A95k t 4Jmo95X4u7NNUvXLLAPSBU 1D root access key (serial 0) CA
ECDSA SHA256:bQpPTdkNbaWdK 12Bvy7 | tKBOOVQ | St T7uUZ ImOBO4Aw

web01

Mar 29 20:21:23 webO1.wor Idskills.org sshd[11766]: Accepted publickey for root from
10.1.10.10 port 36110 ssh2: ECDSA-CERT

SHA256:3J1t i bwoNdpSLv+Kr A95k t 4Jmo95X4u7NNUvXLLAPSBU 1D root access key (serial 0) CA
ECDSA SHA256:bQpPTdkNbaWdK 12Bvy7 | tKBOOVQ | St T7uUZ ImOBO4Aw

web02

Mar 29 20:21:23 web02.wor Idskills.org sshd[11658]: Accepted publickey for root from
10.1.10.10 port 60074 ssh2: ECDSA-CERT

SHA256:3J1t i bwoNdpSLv+Kr A95k t 4Jmo95X4u7NNUvXLLAPSBU 1D root access key (serial 0) CA
ECDSA SHA256:bQpPTdkNbaWdK 12Bvy7 | tKBOOVQ | St T7uUZ ImOBO4Aw

web01

curl -s —connect-timeout 2 http://127.0.0.1/ 2>&1

wor Idskills web service

curé -s —connect-timeout 2 http://127.0.0.1/whoami 2>&1
web01

curl -s —connect-timeout 2 http://127.0.0.1/test 2>&1
Contents Unavailable

web02

curl -s —connect—-timeout 2 http://127.0.0.1/ 2>&1

wor ldskills web service

cugéz—s —connect-timeout 2 http://127.0.0.1/whoami 2>&1
we

curl -s —connect—-timeout 2 http://127.0.0.1/test 2>&1
Contents Unavailable
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client
JHE N A0 Q7 AS0l et VPN CIEHIOIAE &E438 = JUSLICH

echo | openss| s_client —connect www.wor |dskills.org:443 2>&1 | grep "Verification: OK"
Verification: OK

curl https://www.wor ldskills.org -v 2>&1 | egrep "subjectAltName|verify ok"
* subjectAltName: host "www.wor ldskills.org" matched cert's "www.worldskills.org"
= SSL certificate verify ok.

curl https://www.wor Idskills.org
wor ldskills web service

curl —Lv http://www.wor |dskills.org 2>&1 | grep redirect
*x Clear auth, redirects to port from 80 to 443

curl =1 https://www.wor |dskills.org 2>&1 | grep via—proxy
via-proxy: prx01

10

client
JHE M 40 Q7 ASH0l M2t VPN CIEHIOIAE &E43e = JUSLICH

mai |
ss —tulpn é awk '{print $5}' | egrep ":25|:465|:587|:143]|:993" | sort

client

echo —e "ehlo mail.worldskills.orgWnAUTH PLAIN AHdzLXVzZX|wMQBTa2|sbDM5Kio=nMAIL
FROM: <ws—userQi@wor I dski | I's.org>WnRCPT TO:<ws-user02@wor ldski | |s.or g>WnDATAWNFrom:
ws—userQ1@wor Idski | Is.orginTo: ws-user02@wor Idskills.orginSubject: Test#n.#¥nQUIT" |
openss| s_client —starttls smtp —connect mail.worldskills.org:587 —ign_eof
250-mai | .wor ldskills.org

250-PIPELINING

250-S1ZE 10240000

250-VRFY

250-ETRN

250-AUTH PLAIN LOGIN

250-ENHANCEDSTATUSCODES

250-8BITMIME

250-DSN

250-SMTPUTF8

250 CHUNKING

235 2.7.0 Authentication successful

250 2.1.0 Ok

250 2.1.5 0k

354 End data with <CR><LF>.<CR><LF>

250 2.0.0 Ok: queued as ADO2E60275
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echo —e "a login ws—user02 Skil|39**Wna LIST W"W" W"+W'Wna logout" | openss!| s_client
—connect mail.worldskills.org:993 —ign_eof

a OK [CAPABILITY IMAP4revi SASL—IR LOGIN-REFERRALS ID ENABLE IDLE SORT SORT=DISPLAY
THREAD=REFERENCES THREAD=REFS THREAD=ORDEREDSUBJECT MULT IAPPEND URL-PARTIAL CATENATE
UNSELECT CHILDREN NAMESPACE UIDPLUS LIST-EXTENDED |18NLEVEL=1 CONDSTORE QRESYNC ESEARCH
ESORT SEARCHRES WITHIN CONTEXT=SEARCH LIST-STATUS BINARY MOVE SNIPPET=FUZZY
PREVIEW=FUZZY PREVIEW STATUS=SI|ZE SAVEDATE LITERAL+ NOTIFY SPECIAL-USE] Logged in
LIST (#HasNoChildren #UnMarked #Sent) "." Sent

LIST (WHasNoChildren #Trash) "." Trash

LIST (#HasNoChildren) "." INBOX

OK List completed (0.001 + 0.000 + 0.001 secs).

BYE Logging out

0K Logout completed (0.001 + 0.000 secs).

closed

*

* QO * x

QO

11

int-srv
systemct| stop slapd

mai |

doveadm user ws—userQ1@wor ldskills.org

doveadm(ws-user01@wor Idskills.org)<23561><>: Error: auth-master: userdb
lookup (ws—userQ1@wor Idskills.org): Auth USER lookup failed

field wvalue

int-srv
systemct| start slapd

mail

doveadm user ws-user(Ql@wor Idskills.org
field value

user ws-userQ1

uid 2000

gid 2000

home /var/mai | /ws-user01

mai l maildir:/var/mail/ws—-user01

JH&E = slapd AMHIADL stop AEH2HH systemct!| start slapd HEES &MELICEH

r(n)?tlj,l'll HHoZ AQEEE A
/opt /backup.sh

Otch ¥ 28 & O AT =X A0t0F BLICE
diff —r /var/mail /backup/mailbox

diff —-r /etc/postfix /backup/postfix

diff —r /etc/dovecot /backup/dovecot

02
o

7RIt 25X @=X =ZolstLt

mai |
12 Al2E 20| ATYED o&F 12 2tHoZ Aslig ) JY=X| &9l
journalct|l —f —u cron.service
Mar 29 22:37:01 mail.worldskills.org CRON[23596]: pam_unix(cron:session): session opened
for user root(uid=0) by (uid=0)
Mar 29 22:37:01 mail.worldskills.org CRON[23597]: (root) CMD (/opt/backup.sh)
Mar 29 22:37:01 mail.worldskills.org CRON[23596]: pam_unix(cron:session): session closed
for user root
Mar 29 22:38:01 mail.worldskills.org CRON[23619]: pam_unix(cron:session): session opened
for user root(uid=0) by (uid=0)
Mar 29 22:38:01 mail.worldskills.org CRON[23620]: (root) CMD (/opt/backup.sh)
Mar 29 22:38:01 mail.worldskills.org CRON[23619]: pam_unix(cron:session): session closed
for user root
client
& N VPN 9l
13

ping 10.1.10.10 -¢c 4
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PING 10.1.10.10 (10.1.10.10) 56(84) bytes of data.

— 10.1.10.10 ping statistics —
4 packets transmitted, O received, 100% packet loss, time 3056ms

dig +recurse +time=2 +tries=1 int—srv.int.worldskills.org SOA | grep status
;» —>>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 61873

client
VPN OIHHIOIAE &

ping 10.1.10.10 -¢c 4

PING 10.1.10.10 (10.1.10. 10) 56(84) bytes of data.

64 bytes from 10.1.10.10: |Cmp seg=1 tt1=63 time=2.64 ms
64 bytes from 10.1.10.10: icmp_seq=2 tt[=63 time=7.90 ms
64 bytes from 10.1.10.10: icmp_seq=3 tt|=63 time=6.09 ms
64 bytes from 10.1.10.10: icmp_seg=4 tt[=63 time=1.72 ms

— 10.1.10.10 ping statistics —
4 packets transmitted, 4 received, 0% packet loss, time 3006ms
rtt min/avg/max/mdev = 1.722/4.590/7.900/2.511 ms

dig +recurse +time=2 +tries=1 int-srv.int.worldskills.org SOA | grep status
o —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 42741

14

client B _
HE M VPN OIHHIOIAE HIEASISHLICH
®@ o

«

&z Wired

firefox @ E2tRSMHE & HESLICH.

+Y

Firefox ESR

https://www.wor Idskills.org AIOIEO QIZSAH 2F 810 BARCZ HI2L =X £
(@) worldskills.org/ ®x o +
&« & Q B https:/fwww.worldskills.org w

worldskills web service

client CIHFOIA S VPN OIEH HIO| A

httos://www.wor [dskills.ora AFOIENI QIEN 28 80| Aoz HIAL =X
B8 waorldskills.org/ * +

« (@] Q B https:/fwww.worldskills:org w5

worldskills web service

Jo
e
Il

*LI Ch.

¥ @ 8

[®]

J
r

FLICEH.

@ © & =
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client ~
VPN OIHHOIAS &

ol =2 - = o| = = S
e ScIOIAEN ws-user01 HEOl SSHAHU=X SIS LICH
Search... CIRL + K a =
B8 ws-user01@worldskills,org A Address Book X
2 + New Message = ws-user01@worldskills.org @ Account Settings
v B ws-user01@worldskills.org
V]
& Inb
s - Read messages # Write a new message Q, Search messages #li Manage message filters & End-to-end Encryption
@ El Drafts
</ Sent
@ Trash Qat In Annthar Arraink

ws-user01 HEE &8 = 83 S SHOgLIL.
B8 ws-user01@worldskills.org @ Address Book

@ + New Message

v E ws-userm@worldsldl.ls.mL

[ ws-user01@

& Inbox Get Messages

B Drafts Open in New Tab

el Open in New Window

B Hrseh Search Messages... ]
~ B8 ws-user02@worldskills.o Subscribe..

& Inbox

< Sent Mew Folder...

@ Trash Compact

> 3 Local Folders
Mark All Folders Read

Settings
: =]

"SSL/TLS"2 &S B PortIt "993"QIXI
Server Settings

Connection SecurityE

v B8 ws-userQ1{@worldskills.org
Server Settings

Copies & Folders

EOISLICH

Server Type: IMAP Mail Server

Composition & Addressing Server Name:| mailworldskills.org

Junk Settings

User Name: | ws-userQ1@worldskills.crg

Synchronization & Storage

Port:| 143 %\ Default: 143

End-To-End Encryption
Return Receipts

. Security Settings
v B ws-user02@worldskills.org

Server Settings Connection security: STARTTLS ™
Copies & Folders

Authentication method:

Composition & Addressing Normal password v

Connection SecurityE
B Outgoing Server (SMTP)

Account Actions v

"SSL/TLS"'E HAAJYS F2 PortIt "465"21 K

Details of selected server:

Description: <not specified>

Server Name:
Port:

mail.worldskills.org
587

User Name: ws-user01@worldskills.org

£52 Thunderbird Settings Authentication method: Normal password

Connection Security: STARTTLS

d» Add-ons and Themes
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OrcHet 20l HAXIE Hd 8 = SAELIC.

BB ws-user01@worldskills.org Write: This is test mail to check the auto-reply - Thunderbird

foe) + New Message .. | Eile Edit View Insert Format Options Tools Help
. faSpelling ~ & Save ~ i Contacts
v 28 ws-userO1@worldskills.org

& Inbox From  ws-user01 <ws-userQ1@worldskills.org> ws-user0l@worldskills.org
[E Drafts
. To echo@worldskills.org
<7 Sent
il Trash Subject  This is test mail to check the auto-reply
~ B3 ws-user02@worldskills.org || 5,4 et | variablewidth |l 7 7. - B I U & =i & E =
B Inbox
< Sent This is test mail to check the auto—repiyi I

Orchet 20| Ats S80| 3l&l H=Xl #elgLIC

& Inbox - ws-user01@worldskill @ Account Settings x

v@v@v

oo w In.. 1Message il QuickFil... &  p ccho@worldskills.org o
= echo@worldskills.org

echo@waorldskills.org 23:41

¥ & v e (i @irondAilzory Re: This is test mail to check the ...

To ws-user0l@waorldskills.org &

I Attach |

gV Cc Bcc »

& Inbox Re: This is test mail to check the auto-reply
[El Drafts
<7 Sent worldskills mail service
fil Trash
client

VPN OIH HIO|A S

16
curl =1 http://www.wor Idskills.org 2&1 | grep x—secured-by
Xx—secured-by: wor Idski | Is—prx
int-srv
curl =1 http://www.wor |dskills.org 2>&1 | grep x—secured-by
x—secured-by: wor ldski | Is—prx
client
tcpdump —n icmplicmptype]l = icmp-echo
int-srv
ping 1.1.1.20 ¢ 4
PING 1.1.1.20 (1.1.1.20) 56(84) bytes of data.
64 bytes from 1.1.1.20: icmp_seg=1 tt[1=63 time=0.409 ms
64 bytes from 1.1.1.20: icmp_seq=2 tt1=63 time=10.9 ms
64 bytes from 1.1.1.20: icmp_seq=3 tt|=63 time=6.65 ms
17 64 bytes from 1.1.1.20: icmp_seq=4 tt[=63 time=6.85 ms
-— 1.1.1.20 ping statistics ——
4 packets transmitted, 4 received, 0% packet loss, time 3020ms
rtt min/avg/max/mdev = 0.409/6.201/10.898/3.749 ms
client
00:13:35.028180 [P 1.1.1.10 > 1.1.1.20: |CMP echo request, id 21212, seq 1, length 64
00:13:36.042179 [P 1.1.1.10 > 1.1.1.20: |CMP echo request, id 21212, seq 2, length 64
00:13:37.047217 1P 1.1.1.10 > 1.1.1.20: ICMP echo request, id 21212, seq 3, length 64
00:13:38.050852 [P 1.1.1.10 > 1.1.1.20: |CMP echo request, id 21212, seq 4, length 64
nmap HIAE Al HM HAIE 28 20 £2020| slg8 ZEJI UOH 2 XNl &LICH.
client
& N VPN Ol
18
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mai |

nmap —n —sT -p0-1023 10.1.10.10 -Pn —min-rate 1000
Starting Nmap 7.93 ( https://nmap.org ) at 2025-03-30 01:11
Nmap scan report for 10.1.10.10

Host is up (0.020s latency).

Not shown: 1023 filtered tcp ports (no-response)

PORT STATE SERVICE

389/tcp open Idap

Nmap done: 1 IP address (1 host up) scanned in 0.43 seconds

nmap —n —sU -p0-1023 10.1.10.10 -Pn —min-rate 1000
Starting Nmap 7.93 ( https://nmap.org ) at 2025-03-30 01:11
Nmap scan report for 10.1.10.10

Host is up.

All 1024 scanned ports on 10.1.10.10 are in ignored states.
Not shown: 1024 open|filtered udp ports (no-response)

HE ZELT =25 20H0F &LICH.

Nmap done: 1 IP address (1 host up) scanned in 0.62 seconds

prx01

nmap —n —sT -p0-1023 10.1.10.10 -Pn —min-rate 1000
Starting Nmap 7.93 ( https://nmap.org ) at 2025-03-30 01:11
Nmap scan report for 10.1.10.10

Host is up.

All 1024 scanned ports on 10.1.10.10 are in ignored states.
Not shown: 1024 filtered tcp ports (no-response)

e ZELZ 2L X 200k &LICH.

Nmap done: 1 IP address (1 host up) scanned in 1.04 seconds

prx02

nmap —-n —sU -p0-1023 10.1.10.10 -Pn —min-rate 1000
Starting Nmap 7.93 ( https://nmap.org ) at 2025-03-30 01:11
Nmap scan report for 10.1.10.10

Host is up.

All 1024 scanned ports on 10.1.10.10 are in ignored states.
Not shown: 1024 open|filtered udp ports (no-response)

e ZELZ S5 X 200k &LICH

Nmap done: 1 IP address (1 host up) scanned in 0.65 seconds

client

nmap —n —sT -p0-1023 1.1.1.10 -Pn —min-rate 10000
Starting Nmap 7.93 ( https://nmap.org ) at 2025-03-30 01:11
Nmap scan report for 1.1.1.10

Host is up (0.031s latency).

Not shown: 1021 filtered tcp ports (no-response)

PORT STATE SERVICE

53/tcp open domain

80/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 0.39 seconds

nmap —n —sU -p0-1023 1.1.1.10 -Pn —min-rate 1000

nmap —-n -sU -T5 -p0-1023 1.1.1.10 -Pn ——min-rate 100000
Starting Nmap 7.93 ( https://nmap.org ) at 2025-03-30 01:12
Nmap scan report for 1.1.1.10

Host is up (0.0012s latency).

Not shown: 1023 open|filtered udp ports (no-response)

PORT  STATE SERVICE

53/udp open domain

MAC Address: 00:0C:29:E8:30:52 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.31 seconds

KST

KST

KST

KST

KST

KST
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web01

nmap -6 —n —sT -p0-1023 2001:db8:1001:10::10 -Pn —min-rate 1000
Starting Nmap 7.93 ( https://nmap.org ) at 2025-03-30 01:14 KST

Nmap scan report for 2001:db8:1001:10::10

Host is up.

All 1024 scanned ports on 2001:db8:1001:10::10 are in ignored states.
Not shown: 1024 filtered tcp ports (no-response)

e ZELZ S5 X 200k &LICH

Nmap done: 1 IP address (1 host up) scanned in 1.02 seconds

web02

nmap -6 —n —sU -p0-1023 2001:db8:1001:10::10 -Pn ——min-rate 1000
Starting Nmap 7.93 ( https://nmap.org ) at 2025-03-30 01:15 KST

Nmap scan report for 2001:db8:1001:10::10

Host is up.

All 1024 scanned ports on 2001:db8:1001:10::10 are in ignored states.
Not shown: 1024 open|filtered udp ports (no-response)

HE ZELT =25 20H0F &LICH.

Nmap done: 1 IP address (1 host up) scanned in 0.67 seconds

19

client
HE & S0 @ AIS0N ek VPN IHHIOIAE E4d3tE = USLICEH

fogog in {1..10}; do curl -m 3 -s https://www.wor ldskills.org/whoami; done | sort -u
we
web02

web01
halt —p

client
fogoé in {1..10}; do curl -m 3 —s https://www.wor Idskills.org/whoami; done | sort -u
we

WY £ S0 U= web01 CIHIOIAE SEELICH

20

client

g 2438 = USLICHL

echo | openssl s_client —connect www.wor |dskills.org:443 2>&1 | grep "Verification: OK"
Verification: OK

curl https://www.wor ldskills.org —v 2>&1 | egrep "subjectAltName|verify ok"
x subjectAltName: host "www.wor ldskills.org" matched cert's "www.worldskills.org"
= SSL certificate verify ok.

curl https://www.wor ldskills.org
wor Idskills web service

curl —Lv http://www.wor Idskills.org 2>&1 | grep redirect
* Clear auth, redirects to port from 80 to 443

curl =1 https://www.wor Idskills.org 2>&1 | grep via—proxy
via-proxy: prx02

WY £ S0 U= prx01 CIHIOIAE SEELICH

E]
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client
JHE N A0 Q7 AS0l et VPN CIEHIOIAE &E438 = JUSLICH

foéo% in {1..10}; do curl —s https://www.wor Idski|ls.org/whoami; done | sort —u
we

web02

21
int-srv
ansible-playbook /opt/rollback.yml -e "target=web02"
client
for i in {1..10}; do curl -s https://www.wor Idskills.org/whoami; done | sort -u
web01
web02
dpkg —| apache? | grep apache?
dpkg—query: no packages found matching apache?

Is /var/www

Is: cannot access '/var/www': No such file or directory

client

HE & S0 @ AIS0N ek VPN IHHIOIAE E4d3tE = USLICEH
int-srv

ansible-playbook /opt/deploy.yml —e "target=web02"

o0 client_ ] ]
foro% in {1..10}; do curl —s https://www.wor Idskills.org/whoami; done | sort —u
web
web02
web02
dpkg -1 apache? | grep apache?

ii apache? 2.4.62-1~deb12u2 amd64 Apache HTTP Server
curl -s —connect—-timeout 2 http://127.0.0.1/ 2>&1

wor Idskills web service

curl -s —connect—-timeout 2 http://127.0.0.1/whoami 2>&1
web02

curl -s —connect-timeout 2 http://127.0.0.1/test 2>&1
Contents Unavailable

web02

ss -tulnp | grep rsyslog

tecp LISTEN O 25 0.0.0.0:1514 0.0.0.0:%
users:(("rsyslogd",pid=3916, fd=6))

tecp LISTEN O 25 [::]:1514 [::]:%
users: (("rsyslogd",pid=3916, fd=7))

2 | tw, mail
ss -tulnp | grep rsyslog
tecp LISTEN O 25 0.0.0.0:514 0.0.0.0:%
users:(("rsyslogd",pid=3587,fd=6))
tco  LISTEN O 25 [::]:514 [::]:*
users:(("rsyslogd",pid=3587,fd=7))

24 fw
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logger qwer

web02

echo > /var/log/fw/system. log

tail -f /var/log/fw/system.log | grep TEST
fw

logger TEST

web02

2025-05-30T18:03:03+09:00 fw root: TEST
mai |

logger awer

web02

echo “ > /var/log/mail/system.|og

tail —f /var/log/mail/system.log | grep TEST

mai |
logger TEST

web02
2025-05-30T718:06:40+09:00 mail root: TEST

25

web02
logrotate -d /etc/logrotate.d/srv

Héhdling 1 logs

rotating ?attern: /var/log/fw/system.log /var/log/mail/system.log 104857600 bytes (3
rotations
empty log files are not rotated, old logs are removed
considering log /var/log/fw/system. log

Now: 2025-06-03 16:53

Last rotated at 2025-06-03 16:00

log does not need rotating (log size is below the 'size' threshold)
considering log /var/log/mail/system.|og

Now: 2025-06-03 16:53

Last rotated at 2025-06-03 16:00

log does not need rotating (log size is below the 'size' threshold)

logrotate -f /etc/logrotate.d/srv

Is -1h /var/log/mail/

-rw-r—r—— 1 root root 0 Jun 3 17:08 system.log
—rw-r—r—— 1 root root 316 Jun 3 17:08 system.log.1.9z

26

web01
echo

web02 ) B
JEs MES fdll hpingE &X
apt install hping3

hping3 -S -p 80 —flood 10.1.20.31
A = ctr|l + ¢cE Ol b2 S=&LILCH.

]

> /var/log/suricata/fast. log

or

FLICEH.

web01

cat /var/log/suricata/fast.log | grep access

05/30/2025-18:25:28.458577 [**] [1:100002:1] abnormal traffic access [*x]
[Classification: (null)] [Priority: 3] {IPv6-ICMP}
fe80:0000:0000:0000:020c:29ff:fe93:7fea: 136 —> fe80:0000:0000:0000:020¢c:29ff: fe45:b076:0

27

prx01
apt install tcpdump o
HEst MBS <ol tepdumpE £ XIELICH

tepdump -nn -i any port 123 -vvv
web01, web02, mail

302 ClHIoIA = AMAIRIRI0l XIZSt CIHIOIANA OfeHel HEOUE A LICEH
systemct| restart chrony

ITHESIA| LS A2 Y7 =H] 15-13




prx01
15:07:04.157199 ens33 Qut IP (tos 0x0, ttl 64, id 42161, offset O, flags [DF], proto UDP
(17), length 96)
10.1.20.20.123 > 10.1.20.31.40978: [bad udp cksum 0x3c92 —> Oxcbde!] NTPv4, Server,
length 68
Leap indicator: (0), Stratum 2 (secondary reference), poll 6 (64s), precision
-26

Root Delay: 0.000259, Root dispersion: 0.000167, Reference-1D: 0x0a011416
Reference Timestamp: 3957660364 .220086912 (2025-05-31T06:06:047)
Originator Timestamp: 2306183012.700986304 (1973-01-29722:23:327)
Receive Timestamp: 3957660424 . 156947979 (2025-05-31T06:07:04Z)
Transmit Timestamp:  3957660424.157100254 (2025-05-31T706:07:047)

Originator — Receive Timestamp: +1651477411.455961675
¢ Qéigénator — Transmit Timestamp: +1651477411.456113950
ey id:
Authentication: 29db89405bbd7bafefe5953e5b144dd3

7|12 & Algt2 &0lI5tAl gsLICH

int-srv
chronyc sources
MS Name/IP address Stratum Poll Reach LastRx Last sample
28
A7 prx.wor ldskills.org 0 10 0 - +0Ons[  +0ns] +/- Ons
At 20| HZ0 A IHGHH OF &LICEH.
prx01
halt -p
webO1, web02, mai | B o
302 ClHIoIA = AMAIRIRI0l XIZSt CIHIOIANA OfeHel HEOUE A LICEH
systemct| restart chrony
chronyc sources
29
MS Name/IP address Stratum Pol| Reach LastRx Last sample
~10.1.20.20 1 6 7 0 -52ins[ +47us] +/- 57us
§£@ﬁ§ﬂ{mnn&ww}mﬂxmnsmw}§§%=#%9m,w%%&%ga
Xclg .
HE = SSLD0UE=E prx01 CIHIOIAE SE S LICH
mai |
ss —Intp4 | grep stunnel
LISTEN O 4096 0.0.0.0:52000 0.0.0.0:*
users: (("stunnel",pid=45715,fd=9))
30
client
ss —Intp4 | grep stunnel
LISTEN O 4096 127.0.0.1:65000 0.0.0.0:*
users:(("stunnel4",pid=9340, fd=9))
mai |
journalct! -u stunnel4.service | grep succeeded
Jun 02 20:22:13 mail.worldskills.org stunnel4[45611]: [ ] Private key check succeeded
journalct| -u stunnel4.service | grep CA
Jun 02 20:22:13 mail.worldskills.org stunnel4[45611]: [ ] Configured trusted client CA:
31 C=KR, CN=wor |dski | | s—SubCA
Jun 02 20:22:13 mail.worldskills.org stunnel4[45611]: [ ] Configured trusted client CA:
C=KR, CN=wor |dski | Is-RootCA
client
journalct| —u stunnel4.service | grep Certificate
Jun 02 20:24:20 client.ext.worldskills.org stunnel[9340]: LOG5[0]: Certificate accepted
at depth=0: C=KR, CN=10.1.20.10
client
mount | grep /mnt/shares
32 10.1.20.10:/root/shares on /mnt/shares type nfs4

(rw,relatime,vers=4.2,rsize=262144 ,wsize=262144 ,namlen=255,hard,proto=tcp, t imeo=600, retr
ans=2,sec=sys,clientaddr=10.1.30.2, local_lock=none,addr=10.1.20.10)
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33

mai |
cat /proc/mdstat
Personalities : [raid6] [raid5] [raid4] [linear] [multipath] [raid0] [raidl] [raid10]
mdO : active raid5 sdd[2] sdc[1] sdb[0] sde[4]
94319616 blocks super 1.2 level 5, 512k chunk, algorithm 2 [4/4] [UUUU]

unused devices: <none> o
RAID arrayQ CIHIOIA Z =0 &0I5
? ZEE HIE2Z Ot MBS 0

}

g2
(o

=
&

EoIotAl 5Lt

1003
J

arr

02

2T
iw
pal

mdadm —detail /dev/{ array path
/dev/md0:
Version : 1.2
Creation Time : Tue Jun 3 13:37:30 2025
Raid Level : raidb
Array Size : 94319616 (89.95 GiB 96.58 GB)
Used Dev Size : 31439872 (29.98 GiB 32.19 GB)
Raid Devices : 4
Total Devices : 4
Persistence : Superblock is persistent

parted /dev/{ array path } print

Model: Linux Software RAID Array (md)
Disk /dev/md0: 96.6GB

Sector size (logical/physical): 5128/5128
Partition Table: gpt

Disk Flags:

Number Start End Size File system Name Flags
1 1573kB 96.6GB 96.6GB ext4 primary

34

mai |

reboot

mount | grep /mnt/raid

/dev/md127p1 on /mnt/raid type ext4d (rw,relatime,stripe=384)
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